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Statement of intent

Belgrave Primary School understands that using online services is an important aspect of raising
educational standards, promoting pupil achievement and enhancing teaching and learning.

The use of online services is embedded throughout the school; therefore, there are a number of controls
in place to ensure the safety of pupils and staff.

The breadth of issues classified within online safety is considerable, but they can be categorised into
three areas of risk:

1 Content: Being exposed to illegal, inappropriate or harmful material, e.g. pornography, fake
news, and racist or radical and extremist views.

Contact: Being subjected to harmful online interaction with other users, e.g. commercial
advertising and adults posing as children or young adults.

Conduct: Personal online behaviour that increases the likelihood of, or causes, harm, e.g.
sending and receiving explicit messages, and cyberbullying.

The measures implemented to protect pupils and staff revolve around these areas of risk. Our school
has created this policy with the aim of ensuring appropriate and safe use of the internet and other
digital technology devices by all pupils and staff.




1. Legal framework

1.1. This policy has due regard to all relevant legislation and guidance including, but not
limited to, the following:

1 Voyeurism (Offences) Act 2019
The General Data Protection Regulation (GDPR)
Data Protection Act 2018

DfE (2020) ‘Keeping children safe in education’

DfE (2018) ‘Searching, screening and confiscation’

)

l

)l

l

1 DfE (2019) ‘Teaching online safety in school’

l

i National Cyber Security Centre (2017) ‘Cyber Security: Small Business Guide
)l

[Updated] UK Council for Child Internet Safety (2020) ‘Education for a
Connected World — 2020 edition’

UK Council for Child Internet Safety (2017) ‘Sexting in schools and colleges:
Responding to incidents and safeguarding young people’

1.2. This policy operates in conjunction with the following school policies:
Mobile Phone Policy

Allegations of Abuse Against Staff Policy
Acceptable Use Agreement

Child Protection and Safeguarding Policy
Anti-Bullying Policy

PSHCE Policy

RSE and Health Education Policy

Staff Code of Conduct

Behavioural Policy

Disciplinary Policy and Procedures

Data Protection Policy

Confidentiality Policy

Prevent Duty Policy
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Pupil Remote Learning Plan
2. Roles and responsibilities

2.1. The governing board is responsible for:




1

Ensuring that this policy is effective and complies with relevant laws and
statutory guidance.

Ensuring the DSL’s remit covers online safety.
Reviewing this policy on an annual basis.
Ensuring their own knowledge of online safety issues is up-to-date.

Ensuring all staff undergo safeguarding and child protection training (including
online safety) at induction and updated in line with Safeguarding level 1
training.

Ensuring that there are appropriate filtering and monitoring systems in place.

2.2. The headteacher is responsible for:

1

Supporting the DSL and any deputies by ensuring they have enough time and
resources to carry out their responsibilities in relation to online safety.

Ensuring staff receive regular, up-to-date and appropriate online safety training
and information as part of their induction and safeguarding training.

Ensuring online safety practices are audited and evaluated.

Supporting staff to ensure that online safety is embedded throughout the
curriculum so that all pupils can develop an appropriate understanding of
online safety.

Organising engagement with parents to keep them up-to-date with current
online safety issues and how the school is keeping pupils safe.

Working with the DSL and ICT technician to conduct half-termly light-touch
reviews of this policy.

Working with the DSL and governing board to update this policy on an annual
basis.

2.3. The DSL is responsible for:

1
)l

Taking the lead responsibility for online safety in the school.

Acting as the named point of contact within the school on all online
safeguarding issues.

Undertaking training so they understand the risks associated with online safety
and can recognise additional risks that pupils with SEND face online.

Liaising with relevant members of staff on online safety matters, e.g. the
SENCO and ICT technician.

Ensuring online safety is recognised as part of the school’s safeguarding
responsibilities and that a coordinated approach is implemented.

Ensuring safeguarding is considered in the school’'s approach to remote
learning.

Ensuring appropriate referrals are made to external agencies, as required.




2.4,

2.5.

2.6.

Staying up-to-date with current research, legislation and online trends.

Coordinating the school’s participation in local and national online safety
events, e.g. Safer Internet Day.

Establishing a procedure for reporting online safety incidents and inappropriate
internet use, both by pupils and staff.

Ensuring all members of the school community understand the reporting
procedure.

Maintaining records of reported online safety concerns as well as the actions
taken in response to concerns.

Monitoring online safety incidents to identify trends and any gaps in the
school’s provision, and using this data to update the school’s procedures.

Reporting to the governing board about online safety on a termly basis.

Working with the headteacher and ICT technician to conduct half-termly light-
touch reviews of this policy.

Working with the headteacher and governing board to update this policy on
an annual basis.

ICT technician are responsible for:

1

Providing technical support in the development and implementation of the
school’s online safety policies and procedures.

Implementing appropriate security measures as directed by the headteacher.

Ensuring that the school’s filtering and monitoring systems are updated as
appropriate.

Working with the DSL and headteacher to conduct half-termly light-touch
reviews of this policy.

All staff members are responsible for:

1

Taking responsibility for the security of ICT systems and electronic data they
use or have access to.

Modelling good online behaviours.

Maintaining a professional level of conduct in their personal use of technology.
Having an awareness of online safety issues.

Reporting concerns in line with the school’s reporting procedure.

Where relevant to their role, ensuring online safety is embedded in their
teaching of the curriculum.

Pupils are responsible for:

1

Seeking help from school staff if they are concerned about something they or
a peer has experienced online.




1 Reporting online safety incidents and concerns in line with the procedures
within this policy.

3. The curriculum

3.1. Online safety is embedded throughout the curriculum; however, it is particularly
addressed in the following subjects:

Health education

1
1
1
9 Citizenship
1 Computing

The curriculum and the school’s approach to online safety is developed in line with
the UK Council for Child Internet Safety’s ‘Education for a Connected World’
framework and the DfE’s ‘Teaching online safety in school’ guidance.

Pupils are taught the underpinning knowledge and behaviours that can help them to
navigate the online world safely and confidently regardless of the device, platform or
app they are using.

Digital Leaders are voted into role in all Key Stage Two classes to work alongside
James Moss (Computing Lead) and Jo Campbell (E-Safety and Website Lead)

Online safety teaching is always appropriate to pupils’ ages and developmental stages.

The underpinning knowledge and behaviours pupils learn through the curriculum
include the following:

How to evaluate what they see online

How to recognise techniques used for persuasion

How to identify online risks

1
1
1 Acceptable and unacceptable online behaviour
1
1

How and when to seek support

The online risks pupils may face online are always considered when developing the
curriculum. The risks that are considered and how they are covered in the curriculum
can be found in Appendix 1 of this policy.

The DSL is involved with the development of the school’s online safety curriculum.
The school recognises that, while any pupil can be vulnerable online, there are some

pupils who may be more susceptible to online harm or have less support from family
and friends in staying safe online, e.g. pupils with SEND and LAC. Relevant members




of staff, e.g. the SENCO and designated teacher for LAC, work together to ensure the
curriculum is tailored so these pupils receive the information and support they need.

Class teachers review external resources prior to using them for the online safety
curriculum, to ensure they are appropriate for the cohort of pupils. When reviewing
these resources, the following questions are asked:

Where does this organisation get their information from?
What is their evidence base?

Have they been externally quality assured?

What is their background?

Are they age appropriate for pupils?

Are they appropriate for pupils’ developmental stage?

External visitors may be invited into school to help with the delivery of certain aspects
of the online safety curriculum. The headteacher and DSL decide when it is appropriate
to invite external groups into school and ensure the visitors selected are appropriate.

Before conducting a lesson or activity on online safety, the class teacher and DSL
consider the topic that is being covered and the potential that pupils in the class have
suffered or may be suffering from online abuse or harm in this way. The DSL advises
the staff member on how to best support any pupil who may be especially impacted
by a lesson or activity.

Lessons and activities are planned carefully so they do not draw attention to a pupil
who is being or has been abused or harmed online, to avoid publicising the abuse.

During an online safety lesson or activity, the class teacher ensures a safe environment
is maintained in which pupils feel comfortable to say what they feel and are not
worried about getting into trouble or being judged.

If a staff member is concerned about anything pupils raise during online safety lessons
and activities, they will make a report in line with sections 15 and 16 of this policy.

If a pupil makes a disclosure to a member of staff regarding online abuse following a
lesson or activity, the staff member will follow the reporting procedure outlined in
sections 15 and 16 of this policy.

4. Staff training

4.1. Al staff receive safeguarding and child protection training, which includes online
safety training, during their induction and.

4.2. I








































